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What is Shield Stratus for AWS? 
Modern cloud environments make it difficult for security teams to see and control every network flow. 
AWS provides strong building blocks, but they focus on known threats or perimeter activity, leaving gaps 
in visibility and correlation across workloads and VPCs. Shield Stratus closes that gap. 

Built on AWS Gateway Load Balancer (GWLB) and the GENEVE protocol, Shield Stratus acts as a 
transparent packet-filtering layer that monitors and enforces policy on all inbound and outbound traffic 
from cloud workloads. It applies Intrusion’s Applied Threat Intelligence to evaluate reputation, behavioral 
risk, and historical context, not just known malicious indicators, to flag or block risky connections before 
they become incidents. The result is complete flow-level visibility and intelligent enforcement that 
strengthens both cloud-native and hybrid defenses. 
 

Key Features 
• Intelligence-Driven Protection: Enforces Intrusion’s continuously updated global threat database 

to stop C2 communications, DNS tunnels, and exfiltration attempts  
• Centralized reporting from a fleet of devices within Intrusion Command Hub for aiding 

investigations and threat hunting 
• Centralized management of policies from Intrusion Command Hub 
• Filtering of inbound and outbound DNS and IP traffic from all resources in a VPC 

 

How Does Shield Stratus Work? 
Intrusion Shield Stratus is implemented as a filter for an AWS Gateway Load Balancer (GWLB). As traffic 
traverses the Gateway Load Balancer inbound or outbound from a VPC, it is sent to the Geneve filter  
instance to make a verdict on whether to allow or block the traffic. 

 

Shield Stratus protects in two ways: 

• DNS requests traversing the GWLB are checked against Intrusion's ATI reputation database. Hosts 
of poor reputation or hosts resolving to IPs of poor reputation are redirected to a sinkhole. 

• IP/TCP/UDP flows are compared against Intrusion's ATI reputation database and can be blocked 
in real-time. 
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Architecture Overview 
Shield Stratus is deployed as a GENEVE filter for an AWS Gateway Load Balancer. At a high level: 

• A Gateway Load Balancer is created, with the target group pointing to one or more Shield Stratus 
instances 

• A Gateway Load Balancer Endpoint Service is created to provide a means a routing traffic to the 
Gateway Load Balancer 

• A Gateway Load Balancer Endpoint is created within a subnet that forwards traffic to the Gateway 
Load Balancer endpoint service. 

• A route table is configured in other subnets of the VPC to send outbound traffic through the 
Gateway Load Balancer Endpoint 

• An optional Edge Route Table is created to pass inbound traffic through the Gateway Load 
Balancer Endpoint 

 

In the following example, this infrastructure is deployed in one VPC with multiple subnets. 

• Worker subnet – where customer workloads are hosted (i.e. EC2 instances, Lambda Functions, 
etc.) 

• Security subnet – routing subnet that houses the GWLB endpoint 
• Filter subnet – houses the Gateway Load Balancer and Shield Stratus instances. 
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In the next example, the Gateway Load Balancer is deployed in a separate VPC. This allows one GWLB 
and Shield Stratus group to filter traffic for multiple VPCs in the customer account. 

Note that this may incur costs for intra-VPC bandwidth. 
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Installation of Intrusion Shield Stratus for AWS 
This section describes the steps needed to setup a Shield Stratus filter in your AWS environment. At a high 
level, the steps are: 

1. Purchase a subscription to Intrusion Shield Stratus from the AWS Marketplace 
2. Use the CloudFormation Template through AWS Marketplace to provision an instance of Shield 

Stratus attached to a Gateway Load Balancer in a given VPC. 
3. Register your account with Intrusion Command Hub, thereby registering the Shield Stratus 

instance 
4. Use Command Hub to activate and configure the Shield Stratus instance 

 

Requirements/Prerequisites 
Verify you have the following before proceeding: 

• An active AWS Account 
• An AWS IAM user with permission to: 

• Purchase from AWS marketplace 
• AWS Console access 
• Ability to create AWS resources (see below) 

• Email address for creating a Command Hub user account 
 

Specifically, the IAM user needs at least the following permissions 

CloudFormation 
• cloudformation:CreateStack 
• cloudformation:DescribeStacks 
• cloudformation:DescribeStackEvents 
• cloudformation:GetTemplateSummary 
• cloudformation:UpdateStack 
• cloudformation:DeleteStack 

IAM 
• iam:CreateRole 
• iam:PutRolePolicy 
• iam:CreateInstanceProfile 
• iam:AddRoleToInstanceProfile 
• iam:PassRole  (iam:PassedToService: ec2.amazonaws.com) 
• iam:RemoveRoleFromInstanceProfile 
• iam:DeleteInstanceProfile 
• iam:DeleteRole 
• iam:DeleteRolePolicy 

EC2 
• ec2:CreateSecurityGroup 
• ec2:AuthorizeSecurityGroupEgress  
• ec2:RevokeSecurityGroupEgress 
• ec2:CreateNetworkInterface 
• ec2:ModifyNetworkInterfaceAttribute  
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• ec2:RunInstances 
• ec2:CreateTags  
• ec2:DeleteTags 
• ec2:TerminateInstances 
• ec2:DeleteNetworkInterface 
• ec2:DeleteSecurityGroup 
• ec2:DescribeVpcs 
• ec2:DescribeSubnets 
• ec2:DescribeSecurityGroups 
• ec2:DescribeImages 
• ec2:DescribeNetworkInterfaces 
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Purchasing a Shield Stratus Subscription 
Shield Stratus can be purchased through the AWS Marketplace 

https:// aws.amazon.com/marketplace/pp/prodview-4pobngnssr5ug 
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Deploying Shield Stratus via CloudFormation 
Intrusion provides multiple AWS CloudFormation templates to aid in deploying Shield Stratus in different 
scenarios. 

Return to the AWS marketplace listing for Shield Stratus and select “Launch Instance” 

• Service: AWS CloudFormation 
• Then select one of the CloudFormation template options corresponding to the type of 

environment you want to setup. See the following sections for descriptions and examples of each 
option. 

 

 

 

• Then click Launch With CloudFormation 
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CloudFormation Scenario #1  - Single Instance Only 
Use Case: I only want CloudFormation to provision the Shield Stratus instance and I will build 
infrastructure around it. 

This minimalist CloudFormation template only deploys the Shield Stratus instance. The user must create 
the GWLB and associate it with the Shield Stratus instance target. This provides the most flexibility in 
integrating in existing environments, but puts most of the effort on the user to create the plumbing. 

Prerequisites: 

• Customer must have an existing VPC and filter subnet setup 

Creates: 

• Shield Stratus EC2 instance 

 

 

 

Note, due to AWS Marketplace limitations, only three CloudFormation templates can be associated with 
a listing. This scenario is not listed in the Marketplace in lieu of the other scenarios, but it can be manually 
specified with the S3 url: 
 
https://poc-shield-cloud-us-east-2-markeplace-template-main.s3.us-east-
2.amazonaws.com/ShieldFlow/v0.5/option1-standalone.yaml  
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CloudFormation Scenario #2 – Filtering VPC Only 
Use Case: I only want CloudFormation to provision the Shield Stratus instance and GWLB service in its 
own VPC and I will attach other VPCs to it. 

This CloudFormation template deploys a new VPC with GWLB and Shield Stratus instance. This allows the 
user to then create their own worker infrastructure in other VPCs to connect to the filter via GWLB 
Endpoints. This provides everything you need to get started with Shield Stratus, but requires the 
customer to provision the rest of the infrastructure. 

Prerequisites: 

• None 

Creates: 

• VPC, GWLB, GWLB Endpoint Service, Shield Stratus EC2 instance 
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CloudFormation Scenario #3 – Full Environment 
Use Case: I want CloudFormation to setup a fully functional environment protected by Shield Stratus 
ready for me to deploy workloads. 

This CloudFormation template deploys everything you need to get started with Shield Stratus, including 
example subnets within a VPC. All you need to do is deploy instances within the Worker Subnet and they 
will be filtered by Shield Stratus. This is the easiest way to get started, but may not be flexible if you have 
existing infrastructure. 

Prerequisites: 

• An existing VPC 

Creates: 

• Subnets, Internet Gateway, GWLB, GWLB Endpoint Service, Routing tables, Shield Stratus EC2 
instance 

 

  



12 
 

CloudFormation Scenario #4 – Filtering Subnets Only 
Use Case: I have an existing simple VPC and subnet and I want to enable Shield Stratus filtering 

In this CloudFormation template, we compliment an existing VPC by adding a GWLB with Shield Stratus. 
Ideally this should allow a user to add filtering without disturbing their existing infrastructure. 

• In one subnet (filter subnet), the filtering EC2 instance, a GWLB, and a GWLB endpoint service. 
Connect the filtering EC2 instance to the GWLB, and the GWLB to the GWLB endpoint service. 
Also deploy any necessary networking, security, identity stuff that is needed. 

• In another subnet (security subnet), deploys an IGW (for all other VPC communication), and a 
GWLB endpoint that connects to the GWLB endpoint service in the first subnet. For this subnet's 
route table, 0.0.0.0/0 should point to the IGW. Also creates a route table with no subnet 
association, but a edge assocation to the IGW that points all local VPC traffic to the GWLB 
endpoint (to handle inbound traffic processing). 

Prerequisites: 

• An existing VPC and optionally an existing Internet Gateway 

Creates: 

• Filter and Security subnets, Internet Gateway (optional), GWLB, GWLB Endpoint Service, Routing 
tables, Shield Stratus EC2 instance 
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Example: Launching Shield Stratus via CloudFormation Template #3 – Full Environment 
We will walk through the deployment of CloudFormation Template Scenario #3, since it contains the best 
representation of a sample deployment. 

Select the CloudFormation template option3-single-vpc-blank. 

 

 

You will be redirected to the CloudFormation Create Stack screen. 
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On the Create Stack screen, leave at the defaults to use the Intrusion-provided CloudFormation 
template. 

 

 

In the Specify stack details screen, provide the following inputs: 

• Stack name – a name for your deployment 
• Tech contact email – the email which will receive the registration activation link.  
• Display Name for Intrusion Command Hub – a friendly name that will tag the instance in Intrusion 

Command Hub. 
• Instance type – select the EC2 instance type 
• VPC Name – the name of the new VPC that will be created 
• VPC CIDR – CIDR Range of the new VPC (to include all subnets) 
• Single Availability Zone – the name of the AWS AZ (i.e. us-east-1a, us-west-2b) to deploy. This 

must be within the region in which you are launching the CloudFormation template 
• Filter Subnet Name – the name of the subnet created where the Shield Stratus AMI will exist 
• Filter Subnet CIDR – the CIDR range for the filter subnet (must exist within VPC CIDR) 
• Security Subnet Name – the name of the subnet created where the GWLB endpoint will exist 
• Security Subnet CIDR – the CIDR range for the security subnet (must exist within VPC CIDR) 
• Worker Subnet Name – the name of the public subnet created where your workloads will exist 
• Worker Subnet CIDR – the CIDR range for the worker subnet (must exist within VPC CIDR) 
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In the Configure Stack Options screen, you may leave these at the default values. 
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In the Review and Create screen, you must acknowledge that the CloudFormation may create IAM 
resources. 
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Once launched, you will be redirected to the AWS Console showing the status of the CloudFormation 
stacks deployment. This typically takes 4-5 minutes to deploy.  
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When the stack is fully deployed, the CloudFormation stack will transition from CREATE_IN_PROGRESS 
TO CREATE_COMPLETE. Click on the Resources tab to view the created resources. 
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Example: Launching Shield Stratus via CloudFormation Template #4 – Filtering Subnets Only 
We will walk through the deployment of CloudFormation Template Scenario #4. In this scenario, the user 
already has a VPC and may already have existing subnets in the VPC they want to protect with Shield 
Stratus. Therefore, Shield Stratus will only provision the security and filtering subnets and you will need to 
connect your own subnets to filter. 

Select the CloudFormation template option4-single-vpc-existing. 
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On the Create Stack screen, leave at the defaults to use the Intrusion-provided CloudFormation 
template. 

 

In the Specify stack details screen, provide the following inputs: 

• Stack name – a name for your deployment 
• Tech contact email – the email which will receive the registration activation link.  
• Display Name for Intrusion Command Hub – a friendly name that will tag the instance in Intrusion 

Command Hub. 
• Instance type – select the EC2 instance type 
• VPC Name – the name of the existing VPC in which to create resources  
• VPC CIDR – CIDR Range of the new VPC (to include all subnets). This must match the existing IP 

range of the specified VPC. 
• Single Availability Zone – the name of the AWS AZ (i.e. us-east-1a, us-west-2b) to deploy. This 

must be within the region in which you are launching the CloudFormation template. 
• Filter Subnet Name – the name of the subnet created where the Shield Stratus AMI will exist 
• Filter Subnet CIDR – the CIDR range for the filter subnet (must exist within VPC CIDR) 
• Security Subnet Name – the name of the subnet created where the GWLB endpoint will exist 
• Security Subnet CIDR – the CIDR range for the security subnet (must exist within VPC CIDR) 
• Reuse Existing IGW – whether to reuse an existing VPC Internet Gateway (IGW) or to create a new 

one. If this is set to True, you must give the AWS ARN of the existing internet gateway. 
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In the Configure Stack Options screen, you may leave these at the default values. 
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In the Review and Create screen, you must acknowledge that the CloudFormation may create IAM 
resources. 
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Once launched, you will be redirected to the AWS Console showing the status of the CloudFormation 
stacks deployment. This typically takes 4-5 minutes to deploy.  
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When the stack is fully deployed, the CloudFormation stack will transition from CREATE_IN_PROGRESS 
TO CREATE_COMPLETE. Click on the Resources tab to view the created resources. 

 

 

Make note of the VPCESecurity endpoint URN as it will be needed in the next step. 
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Routing Subnets 
Now that the GWLB and GWLB endpoint have been created, you will need to provisioning the routing on 
your worker subnets to use the GWLB endpoint in order to inspect with Shield Stratus. 

This will involve two steps: 

1. Setting an outbound route on your worker subnets to point to the GWLB endpoint 
2. (If public) Setting an inbound edge route on the VPC to direct incoming traffic to the 

subnet 

At this point, it assumes that the worker subnets already exist (either before Shield Stratus was deployed 
or they were created after). 

Navigate to the VPC dashboard of the AWS console and select the VPC that houses your Shield Stratus 
and worker subnets. Click on the Resource map tab. 
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Click on the existing subnet associated with your workload (in this example we called it “public-worker 
subnet”), then open the route table associated with that subnet.  

 

 

Then click Edit Routes.  Add a new route for the default gateway.   

Destination: 0.0.0.0/0 

Target: Gateway Load Balancer Endpoint 

Then select the Gateway Load Balancer Endpoint name created by CloudFormation in the previous 
section. Then select Save changes. 
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If your worker subnet requires inbound access, you will also need to create an Edge Route to instruct the 
GWLB how to route incoming traffic back to your worker subnet after inspection. 

Return to the VPC dashboard, select your VPC and visit Resource map again.  This time select the edge 
route from the Route Tables column.  It should be named ending in *-edge-rt. 

 

 

Open the link to this page and select Edit route. 
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Similarly, create a new route. 

Destination: <CIDR Range of your worker subnet> 

Target: Gateway Load Balancer Endpoint 

Then select the same Gateway Load Balancer Endpoint name created by CloudFormation in the previous 
section. Then select Save changes. 

 

 

At this point you should be able to successfully route traffic inbound and outbound to your worker subnet 
and have Shield Stratus inspect and filter the traffic.  
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Activating Shield Stratus 
Although Shield Stratus is instantiated and will route traffic, it will not filter traffic, log traffic, or activate 
port forwarding until it has been activated. 

Intrusion will send an email to the email address provided in the CloudFormation template upon 
activation of a Shield Stratus instance. 

 

Creating an Intrusion Command Hub Account 
Shield Stratus detects whether an Intrusion Command Hub account has been registered for your AWS 
account. If a previous activation is associated with your AWS account, you may continue to use your 
previously setup credentials to login to the Command Hub. 

If your AWS account is not tied to an existing Command Hub account, it will send an activation link in an 
email. 
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Clicking the link will direct you to an account creation page. On this page, you will create an account for 
the Intrusion Command Hub. 

The email and password provided will serve as a login to Shield Command Hub. 

 

Once the form is successfully completed, it will present a link to the Intrusion Command Hub.  

Additionally, this will trigger your Shield Stratus instance to register with this account within a few minutes. 

 

 

  



33 
 

If you have already registered previously with your AWS account, then Shield Stratus will use the 
previously created Command Hub account to associate with the new Shield Stratus instance. You will 
receive an email similar to the following. 
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Intrusion Command Hub 
The Intrusion Command Hub ( https://hub.intrusion.com) can be accessed with the newly created 
credentials. For more information, see Command Hub Management of . 

 

 

 

 

 

 

 

 

 

 

Once logged in, click on the Devices tab. 
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Then select Shield Stratus under the Device Type dropdown. This will show your registered Shield Stratus 
instances. 

 

 

 

For more information, see Command Hub Management of . 
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Configuring DNS Clients 
By default, AWS VPCs will enable DNS resolution from AWS resolvers from inside the VPC without 
traversing the VPC In this case, Shield Stratus will have no visibility to protect DNS requests as the DNS 
traffic does not flow through the GWLB. 

In order for Shield Stratus to inspect and filter outbound DNS requests, the clients must point to DNS 
resolvers outside of the VPC. 

 

 

Testing  
  
To verify that the Intrusion ATI is working, try resolving various domains. 
 
For example, run the following test domains from a Linux client.  
  

dig @8.8.8.8 google.com  
dig @8.8.8.8 imnottxhacker.com  

  
google.com should resolve to a public IP  
imnottxhacker.com should fail to resolve, meaning it has been blocked by Shield 
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Command Hub Management of Shield Stratus 
Once Shield Stratus is registered with the Command Hub, the Command Hub can be used to view traffic 
reports and to administer Shield Stratus instances. 
 
Reporting can be accessed via the Intrusion Shield Hub dashboard at https://hub.intrusion.com.  

 

Managed Features 

 

Feature Direction Description 
Device Mode Inbound and 

Outbound 
Enables and disables the traffic monitoring 
and filtering services 

   
IP Permits Inbound and 

Outbound 
IP addresses to explicitly allow 

DNS Permits Outbound FQDNs to explicitly allow 
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Viewing Traffic 
The Command Hub Traffic table shows a summary of network traffic observed by Shield Stratus, both 
inbound and outbound of your VPC. It shows a summary of DNS requests, TCP connections, UDP 
sessions and ICMP packets over a 72 hour period. 

 

 

Traffic summaries are updated from Shield Stratus approximately every 15 minutes. 

For more detailed information about the meaning of the data and the filtering capabilities, see the 
Intrusion Command Hub User Guide. 
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Managing Devices 

Shield Stratus devices appear in the Devices tab. From the Device Type dropdown, select Shield Stratus 
to see a list of devices registered to your account. The Devices tab allows users to select Device type and 
choose to modify a device if necessary.  

 

By default, Shield Stratus starts in On mode, meaning that inspects and filters traffic. If you want to 
disable global filtering, the Mode toggle to deactivate it. 

 

The Shield Stratus devices have the following properties. 

 

Parameter Type Description 
Device ID Read-only The unique identifier of the Shield Stratus instance, generated on 

first boot 
Device Name Read-only Name of the device, based on the local reported hostname 
Sync Status Read-only The status of the Command Hub sync 

• Pending – device has been registered but has not 
synchronized state 

• Sync Successful – device has synchronized status at least 
once 

Last Sync Read-only The last synchronization time 
Mode Read-write The provisioned mode of the  

• Protect – DNS and IP filtering are enabled for both 
inbound and outbound traffic. Traffic logging is enabled. 

• Observe – DNS and IP filtering are disabled but Traffic 
logging is still active 

• Protect Inbound – DNS and IP filtering are only enabled for 
inbound traffic (originating from outside the VPC). Traffic 
logging for both inbound and outbound is enabled. 

• Protect Outbound – DNS and IP filtering are only enabled 
for outbound traffic (originating from inside the VPC). 
Traffic logging for both inbound and outbound is enabled. 

Version Read-only Shield Stratus software version 
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Adding Custom Permits 
When the Shield Stratus device is on On mode, Intrusion’s Applied Threat Intelligence monitors all 
inbound and outbound IP connections and outbound DNS requests and selectively blocking high risk 
communications. 

In the case that Shield Stratus reputation blocking decisions inadvertently block a DNS resolution or IP 
address that should be allowed, the user has the ability to override the logic by creating explicit permits 
for Domains/Hostnames and IPs. 

From the Permits tab, select the Device Type of Shield Stratus. This will list all active user-specified 
permits. An admin user can add and remote custom permitted IPs and hostnames. 

 

To add a new permit, click the + Add button. The Destination can be an IP, CIDR range, or hostname. An 
individual Shield Stratus device can be selected, or a group can be selected.  

Populate with  

• Destination – a FQDN or IP address. Make sure to click the plus sign (+) after each one. 
• Description – a required note for why you are unblocking 
• Devices – one or more current Shield Stratus devices to which you want to apply the permit 
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Then click Submit. The sync of the permit to the Shield Stratus instance may take 1-2 minutes before it 
reflects in live traffic decisions. 

 

Admins can also upload a CSV of permits to load to a device or group, as well as export the current list of 
permits via a CSV or Excel file. 

 
 

 

 

 

 

 

 

 

Note that changes only apply to selected existing instances and not to new instances. 
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Frequently Asked Questions 

General 
How does Intrusion Shield Stratus for AWS differ from Intrusion Shield Gateway for AWS? 

Both Shield Stratus and Shield Gateway implement Intrusion’s reputation-based filtering for protecting 
and monitoring DNS and IP flows. The difference is the network architecture in which they are deployed. 
 
Shield Gateway is implement as a NAT instance. It is meant to act as a router between a Public subnet and 
a Private subnet. Shield Gateway also acts as a firewall, restricting all inbound traffic by default unless 
explicitly allowed. Thus it requires your workload to exist in a Private subnet. 

Shield Stratus is a more flexible option that does not require NATing and works with existing public and 
private subnets. It is implemented as a transparent bump-in-the-wire GENEVE filter meant to be used in 
concert with an AWS Gateway Load Balancer.  Though it requires a slightly more advanced network 
architecture setup, it is more transparent to your existing workflows and network addressing. 

 

Provisioning 
 

1. What instance type is recommended? 
 
The size depends on your network traffic profile. This varies from case to case, as it is not just a 
function of bandwidth but also number of concurrent sessions, number of hosts, and number of 
destinations. 
 
We recommend starting with the t3.small instance, which can handle over 600Mbps of 
throughput, and switch to larger instances if needed. 
 

2. Does Shield Stratus support Auto Scaling Groups? 
 
At a technical level, Shield Stratus is built to operate as a GWLB filter target, and this exists in a 
target group which can be an autoscaling group. While it is possible, currently in Shield Stratus 
Beta release, Intrusion does not offer support for this scenario, and it is left to the architect to 
implement. Also, Intrusion Command Hub does not currently offer the concept of grouping or 
syncing configurations of Shield Stratus instances in parallel.  
 

3. How do I find the Device ID of a Shield Stratus instance? 
 
The Device ID is sent in the registration email when a new Shield Stratus device comes online. 
 

4. Can I instantiate Shield Stratus without a CloudFormation template? 
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Currently, Shield Stratus requires certain metadata passed to the instance via CloudFormation for 
it to activate and register with the Intrusion Command Hub. Please contact support for assistance 
with custom integrations. 
 

Command Hub 
5. How do I obtain an Intrusion Command Hub login? 

 
Upon the deployment of a Shield Stratus instance for the first time in your AWS account, you will 
receive an activation email that guides you through the process of creating a Command Hub 
customer account and user login. Subsequent Shield Stratus deployments will be associated with 
that same customer account, and instantiation of subsequent Shield Stratus deployments will 
trigger an alert email to that user. 
 

6. I no longer maintain the email that was used to register with Command Hub. How do I associate 
my AWS account with a different user? 
 
Please contact Intrusion support. 
 

7. How frequently does Shield Stratus sync with Command Hub? 
 
Shield Stratus synchronizes provisioning information with Command Hub once per minute. 
Changes made in the Command Hub may take up to 1 minute to apply. 
 
Shield Stratus uploads traffic metadata approximately every 15 minutes. 
 

 

High Availability 
8. Can Shield Stratus be deployed in High Availability mode in AWS? 

 
Yes, multiple Shield Stratus can be associated with a Gateway Load Balancer target group, 
effectively supporting parallel processing of network flows. 

Logging 
9. Does Shield Stratus support CloudWatch Logs? 

 
Currently ShieldFlow does not support CloudWatch Logs. 
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Data Collection Policy  
In general, Shield decodes and records machine-to-machine network flow metadata used to make 
security decisions about observed traffic endpoints.  In general, it does not look at the inner payload of 
the connections, except for relevant protocols like DNS that contain attributes related to flows.  No 
traffic decryption is performed.  

The following types of data are captured on the Shield Appliance:  

• Shield Stratus records network flow metadata, including source and destination IP addresses, 
MAC addresses, ports, byte counts and timestamps of Layer 1-4 network flow headers.    

• Shield Stratus decodes DNS requests and responses containing IP to hostname resolutions and 
selectively modifies the responses for the purpose of filtering. 

• Shield Stratus records log files related to the appliance’s health (such as uptime information, 
packet counts, memory and CPU information, crash dumps)  

• Shield Command Hub logs user activity on the dashboard which may include username and local 
IP address (such as logins, administrative changes, permits)  

Intrusion uses the data to (A) provide customer-accessible dashboards and control to report and 
manage fleets of their devices, (B) incorporate such Customer Shield Data into Intrusion’s proprietary 
database, (C) to modify, expand, and to improve the performance of the Shield Service.  

 


