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What is Shield Stratus for Azure?

Modern cloud environments make it difficult for security teams to see and control every network flow.
Azure provides strong building blocks, but they focus on known threats or perimeter activity, leaving
gapsinvisibility and correlation across workloads and VNets. Shield Stratus closes that gap.

Built on Azure Load Balancer, Shield Stratus acts as a transparent packet-filtering layer that monitors and
enforces policy on allinbound and outbound traffic from cloud workloads. It applies Intrusion’s Applied
Threat Intelligence to evaluate reputation, behavioral risk, and historical context, not just known malicious
indicators, to flag or block risky connections before they become incidents. The result is complete flow-
level visibility and intelligent enforcement that strengthens both cloud-native and hybrid defenses.

Key Features

o Intelligence-Driven Protection: Enforces Intrusion’s continuously updated global threat database
to stop C2 communications, DNS tunnels, and exfiltration attempts

e Centralizedreporting from a fleet of devices within Intrusion Command Hub for aiding
investigations and threat hunting

e Centralized management of policies from Intrusion Command Hub

e Filtering of inbound and outbound DNS and IP traffic from allresources in a VNet

How Does Shield Stratus Work?

Intrusion Shield Stratusis implemented as a filter for an Azure Gateway Load Balancer (GWLB). As traffic
traverses the Gateway Load Balancerinbound or outbound from a VNet, itis sent to the filterinstance to
make averdict onwhetherto allow or block the traffic.

Shield Stratus protectsin two ways:

« DNSrequeststraversingthe GWLB are checked against Intrusion's ATl reputation database. Hosts
of poorreputation or hosts resolving to IPs of poorreputation are redirected to a sinkhole.

o« |IP/TCP/UDP flows are compared against Intrusion's ATl reputation database and can be blocked
inreal-time.



Architecture Overview

Shield Stratusis deployed as a filter foran Azure Gateway Load Balancer. At a high level:

« AGatewaylLoadBalanceriscreated, with the target group pointing to one ormore Shield Stratus
instances
o Optionally, Outbound and/or Edge Load Balancers can be created

Public vs Private Endpoints

There are different blueprints for protecting resources with Public IPs versus Private IPs.

Consider a basic example of a worker VM with a public IP. To protect both inbound and outbound flows
from this Public IP, a GWLB instance is deployed. This GWLB has a target of a Shield Stratus instance. All
inbound and outbound flows pass through the GWLB which forwards to the Stratus VM forinspection
and filtering.
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https://learn.microsoft.com/en-us/azure/load-balancer/gateway-overview

Inthe Private IP case using a private subnet, the flow is more complex, as there are three load balancers
involved:

« the GatewaylLoad Balancerto perform filtering
« anEdgepublicload balancerto handle incoming traffic
e« anoutboundload balancertohandle outbound traffic initiated from the private subnet

The Shield Stratus VM operates the same, but the plumbing of the load balancers are more complex.
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VNet Deployments

In the following example, this infrastructure is deployed in one VNet with multiple subnets.

Worker subnet - where customerworkloads are hosted (i.e. VM instances, Azure Functions, etc.)
e Security subnet - routing subnet that houses the GWLB endpoint
o Filtersubnet -houses the Shield Stratusinstance.
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Inthe next example, the Gateway Load Balanceris deployed in a separate VNet. This allows one GWLB

and Shield Stratus group to filter traffic for multiple VNets that are peered.

Note that this may incur costs for VNet peering bandwidth.
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Installation of Intrusion Shield Stratus for Azure

This section describes the steps needed to set up a Shield Stratus filterin your Azure environment. At a
highlevel, the steps are:

1.

Subscribe to Intrusion Shield Stratus (ARM Templates) from the Azure Marketplace. There are no
charges for these templates directly.

Select adeployment plan from one of the template options. These are covered laterin this
document.

The Azure Marketplace will prompt you to subscribe to the Intrusion Shield Stratus (VM Only)
offer. Use of thisimage will be charged perhour.

Complete the ARM Template to deploy Shield Stratus to an Azure Resource Group.

You will receive a welcome email to the email specified with a link to sign up to the Intrusion
Command Hub.

Register youraccount with Intrusion Command Hub, thereby registering the Shield Stratus
instance.

Use Command Hub to activate and configure the Shield Stratusinstance.

Requirements/Prerequisites

Verify you have the following before proceeding:

An active Azure Account
An Azure identity with permission to:

. Purchase from Azure marketplace

. Azureportalaccess

. Ability to create Azure resources (see below)
Email address for creating a Command Hub useraccount



Purchasing a Shield Stratus Subscription

Shield Stratus can be purchased through the Azure Marketplace
https://portal.azure.com/#create/intrusioninc1769014305150.shield_stratus_arm_application-
previewstratus_arm_templatela

Microsoft Azure

Home

Shield Stratus ARM Template Application =

Intrusion Inc.

() Shield Stratus ARM Template Application © ac o Favories

Intrusion Inc. | Azure Application

Subscription Plan
} Azure subscription 1 v Shield Stratus ARM Template 1 - Stan... Vv

Overview  Plans Usage Information + Support Ratings + Reviews

Offered under Microsoft Standard Contract.

Most cloud security tools tell you what already happened. Shield Stratus stops it from happening at all. Deployed directly into Azure VNets, Shield Stratus enforces real-time
network decisions that block known malicious infrastructure before attackers can establish command-and-control, or exfiltrate data. If your workloads can reach the internet,
attackers can reach them too. Network Security Groups and control access but cannot identify or block malicious infrastructure at global scale.

Shield Stratus operates in two modes. Protect mode actively blocks malicious traffic at the VNet level, preventing C2 callbacks, data exfiltration across Azure accounts. Observe
mode allows traffic to flow while collecting network metadata for threat hunting, compliance auditing, and policy validation. Switch between modes instantly without
redeployment or downtime. Organizations typically see malicious outbound connections blocked immediately after deployment.

All deployments are centrally managed through Intrusion’s Command Hub with VNet-specific enforcement policies. INTRUSION (NASDAQ: INTZ) delivers prevention-first
technology powered by decades of network intelligence.

Media



https://portal.azure.com/#create/intrusioninc1769014305150.shield_stratus_arm_application-previewstratus_arm_template1a
https://portal.azure.com/#create/intrusioninc1769014305150.shield_stratus_arm_application-previewstratus_arm_template1a

Deploying Shield Stratus via ARM Template

Azure Resource Manager (ARM) templates provide an easy way to deploy Shield Stratus by handling some
of the prerequisites such as VNet creation, subnet creation, and load balancer creation.

Intrusion provides multiple Azure ARM templates to aid in deploying Shield Stratus in different scenarios
depending onyour architecture and use case.

Within the Azure marketplace page, there are four ARM template plans from which one can choose.
Select one of the options corresponding to the type of environment you want to set up. See the
following sections for descriptions and examples of each option.

Itisrecommended to start with Stratus ARM Template 3 for a greenfield deployment.

Plan

shield Stratus ARM Template 1 - 5tan.. | m

Shield Stratus ARM Template 1 - Standalone VM Deployment ‘

Shield Stratus ARM Template 2 - Dedicated Filtering VNet
Shield Stratus ARM Template 3 - New 5ingle VMet Deployment

Shield Stratus ARM Template 4 - Existing VMet Integration

Then click Create.



Shield Stratus ARM Template 1- Standalone VM Deployment

This deployment optioninstalls only the Shield Stratus filtering virtual machine into an existing Azure
network environment. Itis intended for advanced users who want full control over the surrounding
infrastructure.

The template deploys:

A Shield Stratus VM

A network interface attached to a user-specified subnet
Optional public IP

Required security groups and VM configuration

Key Vault resources for configuration secrets

This template does not deploy any load balancers, Gateway Load Balancers, VNets, or routing
infrastructure.

After deployment, the customer must configure the surrounding architecture manually, such as:

Azure Gateway Load Balancer
service chaining
routing and security policies

public endpoints or NAT

This deployment is best suited for custom architectures or advanced integrations where infrastructure is
alreadyinplace.

10



The followingis anillustration of the architecture of the ARM Template 1deployment. This template will
only deploy the Stratus VM and NIC, as highlighted in yellow. All other resources, such as the filter subnet
and GWLB are left to the user to deploy separately.

Template 1example reference public worker deployment.
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The following table lists the fields for ARM Template 1.

Template Variable
Shield Stratus VM Name
Shield Stratus VM Size
adminUsername
sshPublicKey

subnetResourceld
sensorPrivatelP

createPubliclP

TechContact

DisplayName

keyVaultName
existingConfigSecretUri
enableKeyVaultPurgeProtection

healthPort
enableEncryptionAtHost

Label

Name of the Intrusion Shield Stratus VM.

Choose the VM size for the Stratus VM.
Admin username
SSH public key (optional)

Existing subnet resource ID

Sensor private IP (optional static)

Create a Public IP for the VM NIC
Customer email to receive activation link
(or existing customer API key)

Command Hub display name (optional)

Key Vault name (optional override)
Existing config secret URI (optional)
Enable Key Vault purge protection

Health port (TCP)
Enable Encryption at Host

Description
Shield Stratus VM Name
Shield Stratus VM Size
Linux admin username to be created on the VM.
Optional SSH public key to place in authorized_keys for the admin user (recommended). Leave
blank only if your image supports another access path.
Resource ID of an EXISTING subnet where the VM NIC will be attached (e.g.,
/subscriptions/<sub>/resourceGroups/<rg>/providers/Microsoft.Network/
virtualNetworks/<vnet>/subnets/<subnet>).
Optional static private IP within the selected subnet. Leave blank to use Dynamic allocation.
If enabled, the VM NIC gets a Public IP. If disabled, the VM is private-only.
Customer email to receive activation link (or existing customer API key)

Optional display name for the Shield Stratus instance in Intrusion Command Hub. Leave blank
to use the default.

Leave blank to use <vmName>-kv. If you set this, it must be globally unique and follow Key Vault
naming rules.

Optional: existing Key Vault Secret URI for Shield Stratus config. If set the template will not create
the config secret.

If enabled, purge protection is turned on for the Key Vault.

TCP health probe port exposed by the service.

If enabled, turns on Encryption at Host for the VM (end-to-end encryption including
temp/resource disk).

12



Shield Stratus ARM Template 2 - Dedicated Filtering VNet

This deployment creates a dedicated inspection VNET that hosts Shield Stratus together with an Azure
Gateway Load Balancer (GWLB). The resulting environment acts as a shared traffic inspection hub that
otherVNets orload balancers can chain through.

The template automatically deploys:
« Anew Virtual Network
. Inspectionsubnet
o Security/GWLB subnet
. filtering Shield Stratus VM
« Azure GatewaylLoadBalancer
. requirednetwork security configuration
. KeyVaultresources
. Optional NAT gateway
. Optionalflowlogs
The template does not deploy any application workloads or protected services.
After deployment, customers can connect workloads by:
. Chaining Standard Load Balancers to the GWLB
. connectingadditional VNets using service chaining

This architecture works well for centralized security inspection across multiple VNets or applications.
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The followingis anillustration of the architecture of the ARM Template 2 deployment. This template will
deploy the entire filtering VNet containing the GWLB and Shield Stratus VM, as highlighted in yellow. All
otherresources, such as the worker network to protect, are left to the user to deploy separately.

Template 2 example reference public worker deployment.
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Template 2 example reference private worker deployment.
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The following table lists the fields for ARM Template 2.

Template Variable
vmName
vmSize
adminUsername
sshPublicKey
vnetName
vnetCidr
subnetName
subnetCidr
sensorPrivatelP
useNatGateway

TechContact

DisplayName
enableEncryptionAtHost
enableKeyVaultPurgeProtection
existingConfigSecretUri

enableVnetFlowLogs
vnetFlowlLogsRetentionDays
vnetFlowLogsStorageAccountName

existingNetworkWatcherld

healthPort
vxlanPortInternal
vxlanVnilnternal
vxlanPortExternal
vxlanVniExternal
adminUsername

Label
Shield Stratus VM Name
Shield Stratus VM Size
Admin username
SSH public key
Virtual network name
VNet address space (CIDR)
Subnet name
Subnet CIDR
Sensor private IP (optional static)
Use NAT Gateway for sensor
outbound internet
Customer email to receive
activation link (or existing
customer API key)
Command Hub display name
(optional)
Enable Encryption at Host

Enable Key Vault purge
protection

Existing config secret URI
(optional)

Enable VNet flow logs

Flow logs retention (days)
Existing Storage Account name
(optional)

Existing Network Watcher
resource ID (optional)
Health port (TCP)

VXLAN port (internal, UDP)
VXLAN VNI (internal)
VXLAN port (external, UDP)
VXLAN VNI (external)
Admin username

Description
Name of the Intrusion Shield Stratus VM.
Choose the VM size for the Stratus VM.
Linux admin username to be created on the VM.
SSH public key to place in authorized_keys for the admin user.
Name for the new VNet (parity with VpcName).
CIDR for the VNet. Example: 10.20.0.0/16
Subnet name.
CIDR for the subnet. Example: 10.20.1.0/24
Optional static private IP inside the subnet CIDR. Leave blank to use Dynamic allocation.
If enabled: the sensor NIC will NOT get a Public IP. A NAT Gateway (with a static Public IP) will be
attached to the subnet for outbound internet.
Customer email to receive activation link (or existing customer API key)

Optional display name for the Shield Stratus instance in Intrusion Command Hub. Leave blank to
use the default.

If enabled, turns on Encryption at Host for the sensor VM (end-to-end encryption including
temp/resource disk).

If enabled, the Key Vault will have purge protection enabled.

Optional: existing Key Vault Secret URI for Shield Stratus config. If set the template will not create
the config secret.

If enabled, the deployment will configure VNet Flow Logs.

Retention in days (1-365).

Optional: existing storage account name for flow logs. Leave blank to auto-create one.

Optional: full resourceld of an existing Network Watcher. Leave blank to auto-create one (if
supported for your scenario).

TCP health probe port (1-65535).

UDP port for the internal tunnel interface (1-65535).

VNI for the internal tunnel interface.

UDP port for the external tunnel interface (1-65535).

VNI for the external tunnel interface.

Linux admin username to be created on the VM.

16



Shield Stratus ARM Template 3 - New Single VNet Deployment

This option deploys a complete secure virtual network environment with built-in traffic inspection. Itis
designed for new environments where customers want a ready-to-use secure architecture.

The template automatically deploys:
« Anew Virtual Network
. Inspectionsubnet
o Security subnet
« Worker/applicationsubnet
. filtering Shield Stratus VM
. GatewayloadBalancer
. Internal Standard Load Balancer

.« oOptionalexample workerVMs

Traffic entering the internal load balanceris automatically routed through the Gateway Load Balancer and

inspected by Shield Stratus before reaching application workloads.

This template is ideal for fresh deployments or proof-of-concept environments.

17



The followingis anillustration of the architecture of the ARM Template 3 deployment. This template will
deploy an entire functioning test network as highlighted in yellow.

Template 3 example reference public worker deployment.
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Template 3 example reference private worker deployment.
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The following table lists the fields for ARM Template 3.

Template Variable

vmName

vmSize
adminUsername
sshPublicKey
vnetName

vnetCidr
filterSubnetName
filterSubnetCidr
securitySubnetName
securitySubnetCidr
workerSubnetName
workerSubnetCidr
sensorPrivatelP
useNatGateway

deployPrivateWorker
privateWorkerVmSize
deployPublicWorker
publicWorkerVmSize
allowedAdminCidr

TechContact
DisplayName

healthPort
vxlanPortInternal
vxlanVnilnternal
vxlanPortExternal
vxlanVniExternal

enableEncryptionAtHost

enableKeyVaultPurgeProtection

keyVaultName
existingConfigSecretUri

enableVnetFlowLogs

vnetFlowlLogsRetentionDays

Label
Shield Stratus VM Name
Shield Stratus VM Size
Admin username
SSH public key
Virtual network name
VNet address space (CIDR)
Filter subnet name
Filter subnet CIDR
Security subnet name
Security subnet CIDR
Worker subnet name
Worker subnet CIDR
Sensor private IP (static)
Use NAT Gateway for sensor outbound
internet
Deploy private worker VM
Private worker VM size
Deploy public worker VM
Public worker VM size
Allowed admin CIDR for PublicWorker SSH
(22/tcp)
Customer email to receive activation link
(or existing customer API key)
Command Hub display name (optional)

Health port (TCP)

VXLAN port (internal, UDP)

VXLAN VNI (internal)

VXLAN port (external, UDP)

VXLAN VNI (external)

Enable Encryption at Host (sensor VM)

Enable Key Vault purge protection
Key Vault name (optional)
Existing config secret URI (optional)

Enable VNet Flow Logs
Flow logs retention (days)

Description
Name of the Intrusion Shield Stratus VM.
Choose the VM size for the Stratus VM.
Linux admin username to be created on the VMs.
SSH public key to place in authorized_keys for the admin user (recommended).
Name of the virtual network to create.
Example: 10.30.0.0/16
Name of the filter subnet (2—64 chars; letters/numbers and - _.).
CIDR for this subnet (example: 10.30.1.0/24).
Name of the security subnet (2—-64 chars; letters/numbers and - _.).
CIDR for this subnet (example: 10.30.2.0/24).
Name of the worker subnet (2-64 chars; letters/numbers and - _.).
CIDR for this subnet (example: 10.30.3.0/24).
Must be within the Filter subnet CIDR and unused.
If enabled: the sensor NIC will NOT get a Public IP. A NAT Gateway (with a static Public
IP) will be attached to the filter subnet for outbound internet.
Deploy the private worker VM and NIC (used for traffic generation / egress).
Choose the VM size for the private worker VM.
Deploy the public worker VM + NIC + public IP + NSG.
Choose the VM size for the public worker VM.
Restrict SSH access to a trusted IP range in production (example: your office/home
public IP /32).
Customer email to receive activation link (or existing customer API key)

Optional display name for the Shield Stratus instance in Intrusion Command Hub. Leave
blank to use the default.

Port used for health checks (1-65535).

UDP port used for internal VXLAN encapsulation (1-65535).

Internal VXLAN VNI (numeric).

UDP port used for external VXLAN encapsulation (1-65535).

External VXLAN VNI (numeric).

Enables Encryption at Host on the sensor VM (end-to-end encryption including
temp/resource disk).

Recommended for production. Helps prevent permanent deletion of Key Vault.

Leave blank to auto-generate from VNet name (vnetName-kv).

Optional: existing Key Vault Secret URI for Shield Stratus config. If set the template will
not create the config secret.

If enabled, VNet Flow Logs will be configured to write to a Storage Account.

Retention in days (1-365).

20



vnetFlowLogsStorageAccountName

existingNetworkWatcherld

Existing Storage Account name for flow
logs (optional)

Existing Network Watcher resource ID
(optional)

If blank, the template creates one. If provided, must be an existing Storage Account in

this resource group.
Optional. Full resourceld of an existing Network Watcher (can be in another resource

group). Leave blank to create one.

21



Shield Stratus ARM Template 4 - Existing VNet Integration
This deployment integrates Shield Stratus traffic inspectioninto an existing Azure virtual network.
The template deploys:
. Inspectionsubnet
o Security subnet
. filtering Shield Stratus VM
. GatewayloadBalancer
. Internal Standard Load Balancer
. Optionaledge and outboundloadbalancers
The template does not modify or redeploy existing workloads.
After deployment, customers can redirect traffic through Shield Stratus by:
. frontingworkloads withthe internalload balancer
. Chainingexistingload balancers to the GWLB
. routinginbound or outbound traffic through the filtering stack

This option allows customers to add inspection capability to an existing production network with
minimal architectural changes.

22



The followingis anillustration of the architecture of the ARM Template 4 deployment. This template will
deploy the security and filtering subnets within an existing VNet as highlighted in yellow. Deployment of
the worker subnet and VMs is left to the user.

Template 4 example reference public worker deployment.
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Template 4 example reference public worker deployment.
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The following table lists the fields for ARM Template 4.

Template Variable
vmName
vmSize
adminUsername
sshPublicKey
vnetResourceld

filterSubnetName
filterSubnetCidr
securitySubnetName
securitySubnetCidr
sensorPrivatelP
useNatGateway
createEdgePublicLB
createOutboundPublicLB

outboundAllocatedPorts

outboundPipName
outboundLbName

TechContact

DisplayName

existingConfigSecretUri

enableKeyVaultPurgeProtectio

n
enableEncryptionAtHost
healthPort
vxlanPortInternal
vxlanVnilnternal
vxlanPortExternal

Label
Shield Stratus VM Name
Shield Stratus VM Size
Admin username
SSH public key
Existing VNet resource ID

Filter subnet name

Filter subnet CIDR

Security subnet name

Security subnet CIDR

Sensor private IP (optional static)
Use NAT Gateway for sensor
outbound internet

Create Edge Public Load Balancer
(SSH via GWLB)

Create Outbound Public Load
Balancer (worker egress)

Allocated outbound SNAT ports per
backend instance

Outbound public IP name (optional)
Outbound load balancer name
(optional)

Customer email to receive
activation link (or existing customer
API key)

Command Hub display name
(optional)

Existing config secret URI (optional)

Enable Key Vault purge protection

Enable Encryption at Host
Health port (TCP)

VXLAN port (internal, UDP)
VXLAN VNI (internal)
VXLAN port (external, UDP)

Description
Name of the Intrusion Shield Stratus VM.
Choose the VM size for the Stratus VM.
Linux admin username to be created on the VM.
SSH public key to place in authorized_keys for the admin user (recommended).
Resource ID of the EXISTING VNet. Example:
/subscriptions/<sub>/resourceGroups/<rg>/providers/Microsoft.Network/virtualNetworks/<vnetNam
e>
Subnet name for the sensor NIC.
CIDR to assign to the filter subnet that will be created/updated in the existing VNet.
Subnet name for the GWLB + security ILB frontend.
CIDR to assign to the security subnet that will be created/updated in the existing VNet.
Optional static private IP inside the Filter subnet CIDR. Leave blank to use Dynamic allocation.
If enabled: the sensor NIC will NOT get a Public IP. A NAT Gateway (with a static Public IP) will be
attached to the filter subnet for outbound internet.
If enabled, deploys an internet-facing Public Load Balancer fronted by a Public IP and chained to the
Gateway Load Balancer.
If enabled, deploys a Public IP + Standard Load Balancer + outbound rule chained to the GWLB
frontend. No NICs are attached by this template.
Used by the outbound rule once backend NICs are attached later (8—64000).

Optional override for outbound Public IP resource name. Leave blank for default.
Optional override for outbound Load Balancer resource name. Leave blank for default.

Customer email to receive activation link (or existing customer API key)

Optional display name for the Shield Stratus instance in Intrusion Command Hub. Leave blank to use
the default.

Optional: existing Key Vault Secret URI for Shield Stratus config. If set the template will not create the
config secret.

If enabled, purge protection is turned on for the Key Vault.

If enabled, turns on Encryption at Host on the sensor VM.
TCP health probe port (1-65535).

UDP port for the internal tunnel interface (1-65535).

VNI for the internal tunnel interface.

UDP port for the external tunnel interface (1-65535).
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vxlanVniExternal

VXLAN VNI (external)

VNI for the external tunnel interface.
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Example: Launching Shield Stratus via ARM Template #3 - Full Environment

This example walks through the process of creating a new deployment of ARM Template #3, which create

afresh environment, starting with a new VNet. This includes a public worker VM with a public IP.

(e
[ﬁ] Resource Group

€Y Virtual Network

. <> Worker Subnet <+>  Security Subnet <+> Filter Subnet
=
e — "'L
‘-—-—._________.-f
Worker NIC Worker
Worker VM Public IP Stratus LI

|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
| GwLB Stratus VM
|

|

|

|

|

|

Public Internet

From the Azure Marketplace listing, select Shield Stratus ARM Template 3- New Single VNet
Deployment and click Create.

Plan

Shield Stratus ARM Template 1 - Stan... \/ |

Shield Stratus ARM Template 1 - Standalone VM Deployment ‘

Shield Stratus ARM Template 2 - Dedicated Filtering VNet
Shield Stratus ARM Template 3 - New Single VMet Deployment

Shield Stratus ARM Template 4 - Existing VMet Integration
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The ARM template wizard will guide you through the process.

In the Basics section, select the Subscription, Resource group and region.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute Networking Optional components Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (D | Azure Subscription Primary s |
Resource group * @ I rg-shieldstratus ~ l
Create new

Instance details

Region * (O | East US v |

Inthe Compute section, give the stratus VM a name that it will be identified by in Azure.
You can change the default VM size of Shield Stratus.

Additionally, you can paste an SSH public key that will be used for connectivity to the Worker VM.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute  Networking Optional components Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create

Shield Stratus VM name * (O shield-stratus |

Shield Stratus VM size * @ 1x Standard D2s v4
2 vcpus, § GB memory
Change size

Admin username * @ | azureuser |

SSH public key * (O [ ssh-rsa AAAABINzaC1yc2EAAAADAQABAAABAQCYdfdTkiuu/9sNTD2 \/l




In the Networking section, specify the name of the virtual network to be created. This should not overlap
any existing virtual network names.

You can specify the subnet names and CIDR addresses for the

. Filtersubnet -the subnet which houses the Shield Stratus VM
o Security subnet - the subnet which houses the GWLB for trafficinspection
« Workersubnet - a sample subnet that will contain a public or private example VM

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute  Networking  Optional components Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create
Virtual network name * @ | vnet-shield |
VMet address space (CIDR) * O] | 10.30.0.0/16 |
Filter subnet name * (O | filter-subnet |
Filter subnet CIDR* @ | 10.30.1.0/24 |
Security subnet name * (O | security-subnet |
Security subnet CIDR * (@ | 10.30.2.0/24 |
Worker subnet name * (O | worker-subnet |
Worker subnet CIDR * (O | 10.30.3.0/24 |
Shield Stratus private IP (static) * @ | 10.30.1.4 |
Use NAT Gateway for Shield Stratus D

outbound internet @

Inthe Optional Components, you can choose to deploy a public and/or private worker Ubuntu instance.
These are not essential to Shield Stratus operation, but rather serve as examples for testing.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute  Networking Optional components  Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create

Deploy private worker VM O

Private worker VM size * (O 1x Standard D2s v5

2 vepus, 8 GB memory
Change size

Deploy public worker VM 0]

Public worker VM size * (D 1x Standard B1s
1 vcpu, 1 GB memory

Change size

Allowed admin CIDR for PublicWorker 0.0.0.0/0
SSH (22/tcp) @
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Inthe Onboard and Tags section, enter the email address to which you want to receive the activation
email. Additionally enter the display name which you want this Stratus instance to appear as in Command
Hub.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute  Networking Optional components Onbearding and tags  Advanced (ports and VNIs) Security and logging Review + create
Activation Email or Existing APl Key * @ [ shield-stratus-user@intrusion.com Jl
Command Hub display name (optional) [ shield-stratus-003 /l

0]

The Advanced (ports and VNIs) section can usually be left at the defaults. These are the ports used for
communication between the GWLB and Shield Stratus instance.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute  Networking Optional components Onboarding and tags Advanced (ports and VNIs)  Security and logging Review + create

Health port (TCP) * @ | 9000 |
VXLAN port (internal, UDP} * (O | 10800 |
VXLAN VNI (internal) * O | 800 |
VXLAN port (external, UDP) * @ | 10801 |
VXLAN VNI (external) * @ | 801 |

In the Security and logging section, you can define encryption settings for the VM. You can specify a key
vault name which Stratus will use to store configuration settings.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute Networking Optional components Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create

Enable Encryption at Host (Shield Stratus
vm) ©

Enable Key Vault purge protection (O

Key Vault name (optional) @ | |

Existing config secret URI {optional) [O] | |

Enable VNet Flow Logs @ D
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Finally, the Review and Create section previews the template configuration which will be deployed. This
willwarn of any pre-deployment errors that need resolving.

Create Shield Stratus ARM Template 3 - New Single VNet Deployment

Basics Compute MNetworking Optional components Onboarding and tags Advanced (ports and VNIs) Security and logging Review + create

o View automation template

A\ Unable to retrieve prices and legal terms

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), if
any, with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact,
usage and transactional information with the provider(s) of the offering(s) for support. billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See Azure Marketplace Terms for additional
details.

Name | |

Preferred e-mail address | |

Preferred phone number | |

Basics

Subscription Azure Subscription Primary
Resource group rg-shieldstratus

Region East US

Compute

Shield Stratus VM name shield-stratus

Shield Stratus VM size Standard_D2s_va

Admin username azureuser

S5H public key ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCydfdTkiuu/9sNTDZADgwV...



When you deploy, you will be presented with the ARM Template deployment screen which shows the list
of resources being deployed and their deployment status. Look for any errors that appear here.

Home

@ intrusioninc1769014305150.shield_stratus_arm_appl-20260309161301 | Overview

Deployment

= Outputs

Y Template

[i] Delete © Cancel ™" Redeploy Y Download () Refresh

Deployment is in progress
Deployment name : intrusioninc1769014305150.shield_stratus_arm_appl-20260309161301
Subscription : Azure subscription 1

Resource group  : rg-stratus3

' Deployment details

Resource

shield-sensor-pip

vnet-shield-edge-pip

vnet-shield-publicWorker-pip

vnet-shield-worker-out-pip
pid-e535c74c-e6c8-49f1-95f6-d9b48eBbc17c-partnercenter
vnet-shield-worker-out-pip

vnet-shield-security-nsg

vnet-shield-publicWorker-pip

shield-sensor-pip

vnet-shield-edge-pip

vnet-shield-worker-nsg

O ® 0 0 000000 O0COO

vnet-shield-publicWorker-nsg

Start time : 3/9/2026, 4:14:32 PM
Correlation ID : 4c7f9d2a-3fc8-4206-816b-c3c6d3685¢76

Type

B Public IP address

B Public IP address

B Public IP address

B Public IP address

lil Deployment

B Public IP address

e Network security group
B3 Public IP address

& Public IP address

B8 Public IP address

@ Network security group

@ Network security group

Status

oK

OK

OK

oK

OK

OK

0K

OK

oK

OK

Created
N

oK

Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details

Operation details

Finally, once successful, you will be presented with a message that the deploymentis complete.

Home

» intrusioninc1769014305150.shield_stratus_arm_appl-20260309161301 | Overview

- Deployment

|,J beauch

&4 Overview
¥ Inputs
= Outputs

2 Template

[l Delete () Cancel " Redeploy +« Download () Refresh

@ Your deployment is complete

Deployment name : intrusioninc1769014305150.shield_stratus_arm_appl-20260309161301
Subscription : Azure subscription 1

Resource group  : rg-stratus3

> Deployment details

' Next steps

Go to resource group

Give feedback

& Tell us about your experience with deployment

Start time : 3/9/2026, 4:14:33 PM

Correlation ID : 4c7f9d2a-3fc8-4206-816b-c3c6d3685¢76
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You may visualize the resources that were deployed by navigating to the Resource visualizerin the Azure
Portla under the resource group in which Shield Stratus was deployed.

= Microsoft Azure

Home > rg-stratus3

2 Search resources, services, and docs (G+/)

I @ Copilot

o rg-stratus3 | Resource visualizer

Resource group

[ 2 search

[ Overview

Activity log

Ao Access control (IAM)
¢ Tags

%. Resource visualizer
Events

Settings

Cost Management
Monitoring

Automation

R R v

Help

@ Choose resources () Resetdiagram .~ Zoomtofit () Refresh + Export ™ = List view

e e
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Activating Shield Stratus

Although Shield Stratusis instantiated and will pass traffic by default, it will not filter orlog traffic until it
has been activated.

Intrusion will send an email to the email address provided in the ARM template upon activation of a Shield
Stratusinstance.

Creating anIntrusion Command Hub Account

Shield Stratus detects whether an Intrusion Command Hub account has beenregistered for your Azure
subscription. If a previous activation is associated with your Azure subscription, you may continue to use
your previously setup credentials to login to the Command Hub.

If your Azure subscriptionis not tied to an existing Command Hub account, it will send an activation link in
anemail.

Welcome to Intrusion Shield Stratus — Complete Your Registration

no-reply@marketplace.intrusion.com
To stratusazuretestO04@intrusion.com

Hello and welcome!
Thank you for choosing Intrusion Shield Stratus for your Azure security solution.
Your new Shield Stratus instance was launched in Azure account eldecac7-c5a5-422f- u H N

Region: eastus

Device ID: shieldstratus-5d3dfalc-bf7a-46c1-bdb1-62d0e5600367
Instance ID: 34f97066-84df-4552-b0d9-a1c45ad0723f

Please click the button below to complete your registration for the Intrusion Shield Command Hub, which will allow you access to reporting and control
of your Shield Stratus instance.

omplete Registratiol

For any support needs please contact support@intrusion.com.

Thank you,

Intrusion
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Clicking the link will direct you to an account creation page. On this page, you will create an account for
the Intrusion Command Hub.

The email and password provided will serve as alogin to Intrusion Command Hub.

Intrusion

Shield Cloud Activation

Fillout the in

Company

Password

Once the formis successfully completed, it will present a link to the Intrusion Command Hub.

Additionally, this will trigger your Shield Stratus instance to register with this account within a few minutes.
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If you have already registered previously with your Azure subscription, then Shield Stratus will use the
previously created Command Hub account to associate with the new Shield Stratus instance. You will
receive an email similar to the following.

New Intrusion sensor detected (existing customer)

no-reply@marketplace.intrusion.com
To +stratusazuretestl03@intrusion.com

Hello and welcome!
Thank you for choosing Intrusion Shield Stratus for your Azure security solution.

Your new Shield Stratus instance was launched in Azure account ¢9046072-dd57-4af5-
mm HE EmE EN

Region: eastus
Instance ID: 15e12925-c3d0-4eec-aad1-bc166¢cae3e8b
Device ID: shieldstratus-7fe03108-9ed0-48b3-88ea-a745116c9480

For any support needs please contact support@intrusion.com.
Thank you,
Intrusion

Ifyou have received this email in error, please ignore this message.



Intrusion Command Hub
The Intrusion Command Hub (https://hub.intrusion.com) can be accessed with the newly created

credentials. Formore information, see Command Hub Management of Shield Stratus.

INntrusion

Shield Command Hub

Onceloggedin, click onthe Devices tab.

o (¢] O 8 o hubintrusion.com

INtrusion Shield Command Hub

Overview
Countries Visited

Network Health

O Blocks last24hr
NaN% O Blocks (previous 24hr)

O Outbound Blocks 1ast 2anr
NaN% O Outbound Blocks (previous 24hr)

O Inbound Blocks  1ast24nr
NaN% O InboundBlocks (previous 24hr)

Selected

Al Insights Summary

Jnable to Load Any Summary for Currently

Top Requested Domains
Blocked Req...

Domain

Time Interval

Total Requests

72Hours

Maximum Risk Level

From: 3/6/2026,3:20:24PM to 3/9/2026,4:20:24PM C

w

Overview Allnsights Traffic  Permits
-

Devices:

AllDevices ~

@ Ssignin

i

Top High Risk Categories

Volume (KB)

Connections

Countrv

Al Recommendations

At Risk Devices

Client IP

Actionable Insights Found for Current Device

Connections

Client Hostname

Volume (KB)

Risk

Biv\ces AdvancedReports &} )

Generate Report

Shield Dev...
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https://hub.intrusion.com/

Then select Shield Stratus under the Device Type dropdown. This will show your registered Shield Stratus
instances.

O B o hubintrusioncom B @sonin | & =

INntrusion Shield Command Hub Overview Allnsights  Traffic Permits Devices AdvancedReports &} fB

Device Type E ‘ Devices: AllDevices ~

D Columns ¥ Filters % Sort

Device ID = Display Name &= Device Type Cloud Provider Syne Status Last Sync Time Customer Mode Version

/  shieldstratus-5d3dfa0c-bf7a-46c... stratusazuretest004 Shield Stratus Azure @ Pending 2026-03-09 4:20:11 PM CDT Az... Protect v 1.021 v

Formoreinformation, see Command Hub Management of Shield Stratus.
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Configuring DNS Clients

By default, Azure VNets will enable DNS resolution frominternal Azure resolvers from inside the VNet
without traversing the GWLB. In this case, Shield Stratus will have no visibility to protect DNS requests as
the DNS traffic does not flow through the GWLB.

In order for Shield Stratus toinspect and filter outbound DNS requests, the clients must point to DNS
resolvers outside of the VNet.

Testing

To verify that the Intrusion ATl is working, try resolving various domains from a VM protected by Stratus.

Forexample, run the following test domains from a Linux client.

dig @8.8.8.8 google.com
dig @8.8.8.8 imnottxhacker.com

google.comshouldresolve to a public IP
imnottxhacker.com should fail to resolve, meaning it has been blocked by Shield
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Command Hub Management of Shield Stratus

Once Shield Stratusis registered with the Command Hub, the Command Hub can be used to view traffic
reports and to administer Shield Stratusinstances.

Reporting can be accessed via the Intrusion Shield Hub dashboard at https://hub.intrusion.com.

Managed Features

Feature Direction
Device Mode Inbound and
Outbound
IP Permits Inbound and
Outbound
DNS Permits Outbound

Description

Enables and disables the traffic monitoring
and filtering services

IP addresses to explicitly allow

FQDNs to explicitly allow
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Viewing Traffic

The Command Hub Traffic table shows a summary of network traffic observed by Shield Stratus, both
inbound and outbound of your VNet. It shows a summary of DNS requests, TCP connections, UDP
sessions and ICMP packets overa 72 hour period.

INtrusion Shield Command Hub Overview Alinsights Trafic  Permits Devices AdvancedReports {F (B

Traffic TimeInterval: | 72Hours | From: 3/13/2026, 41712 AM to 3/16/2026,4:17:12AM C Devices: AllDevices v

ow Custom Cards
Q [ Columns ¥ Filters Selectfilter... ~ ‘ @ Manage Saved Filters ¢ ClearFilters # Reset to Default Export ¥

Status Device Name Type Product VLAN Risk Client IP Client Host Server IP Server H... Requested Domain Port Direction Count First Seen
3, Blocked -stratusazuretest004 ICMP Shield Stratus 0 104.211.29.88 65.49.1.229 Qutbound 1 2026-03-15 3:03:41 AM C[
)% Blocked i-stratusazuretest004 IcMp Shield Stratus 0 104.211.29.88 64.62.156.147 Qutbound 1 2026-03-13 10:23:22 PM C
% Passed i-stratusazuretest004 TP Shield Stratus 0 ] 216.180.246.224 104.211.25.88 9022 Outbound 5 2026-03-16 4:09:14 AM CC
5, FPassed -stratusazuretest004 TP Shield Stratus 0 0 162.216.149.152 104.211.29.88 8110 Qutbound 1 2026-03-16 4:11:16 AM CL
)% Passed i-stratusazuretest004 TP Shield Stratus 0 0 143.198.107.151 104.211.29.88 8123 Qutbound 1 2026-03-16 4:11:16 AM CL
% Passed -stratusazuretest0D4 TP Shield Stratus 0 0 78.128.114.22 104.211.29.88 22854 Outbound 4 2026-03-16 4:10:55 AM CT
5, FPassed -stratusazuretest004 TCcP Shield Stratus 0 0 34.53.225.61 104.211.29.88 22 Qutbound 1 2026-03-16 4:11:11 AM CL
)% Passed i-stratusazuretest004 TP Shield Stratus 0 0 8.219.208.138 104.211.29.88 12321 Qutbound 1 2026-03-16 4:11:08 AM CCT
% Passed -stratusazuretest004 P Shield Stratus 0 ] 162.216.149.42 104.211.29.88 55555 Outbound 1 2026-03-16 4:11:06 AM CT
5, Passed -stratusazuretest004 TP Shield Stratus 0 0 85.217.149.70 104.211.29.88 2204 Qutbound 1 2026-03-16 4:10:54 AM CL
)% Passed i-stratusazuretest004 P Shield Stratus 0 0 45.148.10.121 104.211.29.88 22 Qutbound 98 2026-03-13 431:51 AM C[
% Passed -stratusazuretest004 TP Shield Stratus 0 0 18.188.57.88 104.211.29.88 9600 Outbound 2 2026-03-15 4:15:06 AM CT
5, Passed -stratusazuretest004 TCcP Shield Stratus 0 0 85.217.149.64 104.211.29.88 6156 Qutbound 1 2026-03-16 4:10:47 AM CL
)% Passed s-stratusazuretest004 P Shield Stratus 0 ] 162.216.149.18 104.211.29.88 9594 Qutbound 1 2026-03-16 4:10:46 AM CC
% Passed -stratusazuretest004 TP Shield Stratus 0 ] 46.105.132.32 104.211.29.88 9200 Outbound 1 2026-03-16 4:10:45 AM CT
5, Passed -stratusazuretest004 TP Shield Stratus 0 0 79.124.58.86 104.211.29.88 37122 Qutbound a 2026-03-16 4:10:05 AM CL
)% Passed i-stratusazuretest004 P Shield Stratus 0 0 35.203.211.204 104.211.29.88 45266 Qutbound 1 2026-03-16 4:10:23 AM CC
% Passed -stratusazuretest004 TP Shield Stratus 0 ] 85.217.149.19 104.211.29.88 5923 Outbound 1 2026-03-16 4:10:23 AM CT
5, Passed -stratusazuretest004 TCcP Shield Stratus 0 0 35.203.210.241 104.211.29.88 9498 Qutbound 1 2026-03-16 4:10:23 AM CL
)% Passed i-stratusazuretest004 P Shield Stratus 0 ] 35.203.210.213 104.211.29.88 49341 Qutbound 1 2026-03-16 4:10:23 AM CC
% Passed -stratusazuretest004 TP Shield Stratus 0 ] 205.210.31.79 104.211.29.88 23656 Outbound 1 2026-03-16 4:10:20 AM CT
% Passed -stratusazuretest004 TP Shield Stratus 0 o 98.89.204.118 104.211.29.88 8006 Outbound 1 2026-03-16 4:10:15 AM CL
)% Passed i-stratusazuretest004 P Shield Stratus 0 ] 65.49.20.74 104.211.29.88 9060 Outbound 1 2026-03-16 4:10:11 AM CC
100~ Itemsperpace Showina1to 100 of 51992 entries 1 >

Traffic summaries are updated from Shield Stratus approximately every 15 minutes.

Formore detailed information about the meaning of the data and the filtering capabilities, see the
Intrusion Command Hub User Guide.
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Managing Devices

Shield Stratus devices appearin the Devices tab. From the Device Type dropdown, select Shield Stratus
to see alist of devicesregistered to youraccount. The Devices tab allows users to select Device type and
choose to modify a device if necessary.

By default, Shield Stratus startsin On mode, meaning that inspects and filters traffic. If youwant to
disable global filtering, the Mode toggle to deactivateit.

Intrusion Shield Command Hub Overview Allnsights Traffic Permits Devices AdvancedReports £} @

Device Type | stieldstars v Devices: ~Shieldstratus-2ed40013-9511-4f46-A837-52d756728168 + 61 ~

a [ Celumns ¥ Filters % Sort

Device ID Display Name Device Type Cloud Provider Sync Status Last Sync Time Customer Mode Version

iy shieldstratus-42bba79a-602¢-4a... shieldstratus-42... Shield Stratus Azure @ Pending 2026-02-10 8:11:51 AM CST bddtest Protect v 1.00 Y 4

iy shieldstratus-6c29696b-27e7-45... shieldstratus-6¢c2... Shield Stratus Azure @ Pending 2026-02-08 4:30:49 PM CST bddtest Protect v 1.00 A\

The Shield Stratus devices have the following properties.

Parameter Type Description

Device D Read-only The unique identifier of the Shield Stratus instance, generated on
firstboot

Device Name Read-only Name of the device, based on the local reported hostname

Sync Status Read-only The status of the Command Hub sync
o« Pending - device has beenregistered but has not
synchronized state
e Sync Successful - device has synchronized status at least

once
Last Sync Read-only The last synchronization time
Mode Read-write The provisioned mode of the Stratus instance
o Protect-DNSandIP filtering are enabled. Traffic logging
is enabled.

o« Observe - DNSand P filtering are disabled but Traffic
loggingis still active

o« Protectinbound - DNS andIP filtering only apply to
inbound connections entering the VNet from the public
Internet. Outbound connections are logged but not
filtered.

o Protect Outbound - DNS and P filtering only apply to
outbound connections leaving the VNet to the public
Internet. Inbound connections are logged but not filtered.

Version Read-write Shield Stratus software version. Can be dynamically updated.
Software updates typically take 1-2 minutes.

42



Mode

Protect

Protect
Observe
Protect Inbound

Protect Outbound
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Adding Custom Permits

When the Shield Stratus device is on Onmode, Intrusion’s Applied Threat Intelligence monitors all
inbound and outbound IP connections and outbound DNS requests and selectively blocking high risk
communications.

In the case that Shield Stratus reputation blocking decisions inadvertently block a DNS resolution or IP
address that should be allowed, the user has the ability to override the logic by creating explicit permits
for Domains/Hostnames and IPs.

From the Permits tab, select the Device Type of Shield Stratus. This will list all active user-specified
permits. Anadmin user can add and remote custom permitted IPs and hostnames.

Intrusion Shield Command Hub Overview  Allnsights Traffic | Permits = Devices AdvancedReports Q ,B
Shield Stratus v | Devices: AllDevices v
m
Q [ Columns ¥ Filters % Sort  + Add Permits 2, BulkUpload  Export ~

Status Type DeviceName  Destination Destination Type Reason Time Sent Time Updated Expire Time Device Requested User Requested

To add anew permit, click the + Add button. The Destination can be an IP, CIDRrange, orhostname. An
individual Shield Stratus device can be selected, or a group can be selected.

Populate with

o Destination-aFQDN orl|P address. Make sure to click the plus sign (+) after each one.
« Description - arequired note for why you are unblocking
« Devices - one ormore current Shield Stratus devices to which you want to apply the permit

Then click Submit. The sync of the permit to the Shield Stratusinstance may take 1-2 minutes before it
reflectsin live traffic decisions.

r |
Add Permits X

Destination:

BRI

Groups

Devices:

override.badsite.com g

Description: Select All Devices

Allow this site v
WAzureStratus (1 device) -

-stratusazuretest004
shieldstratus-5d3dfaOc-bf7a-46c]
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Admins can also upload a CSV of permits to load to a device or group, as well as export the current list of
permits viaa CSV or Excelfile.

Add Permits X

X UploadCSV  Export ~

Destination: Groups
EREEEN - | DI
User R

Devices: CSVExport

bddtest sUppal _
- cavic. [T

ShieldCloud.home.arpa
david.:

Description:

Cancel

Note that changes only apply to selected existing instances and not to new instances.
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Frequently Asked Questions

Provisioning

1. Whatinstance type isrecommended?
The size depends on your network traffic profile. This varies from case to case, asitisnotjusta
function of bandwidth but also number of concurrent sessions, number of hosts, and number of
destinations.
We recommend starting with instance type Standard_D2S_v4.

2. Howdolfind the Device ID of a Shield Stratusinstance?
The Device IDis sentin the registration email when a new Shield Stratus device comes online.

3. Canlinstantiate Shield Stratus without an ARM template?
Currently, Shield Stratus requires certain metadata passed to the instance via ARM forit to activate

and register with the Intrusion Command Hub. Please contact support for assistance with custom
integrations.

Command Hub

4. How dolobtain anIntrusion Command Hub login?
Upon the deployment of a Shield Stratusinstance for the first time in your Azure subscription, you
willreceive an activation email that guides you through the process of creatinga Command Hub
customer account and userlogin. Subsequent Shield Stratus deployments will be associated with
that same customeraccount, and instantiation of subsequent Shield Stratus deployments will

triggeran alert email to that user.

5. Inolonger maintain the email that was used to register with Command Hub. How do | associate
my Azure account with a different user?

Please contact Intrusion support.
6. How frequently does Shield Stratus sync with Command Hub?

Shield Stratus synchronizes provisioning information with Commmand Hub once per minute.
Changes made in the Command Hub may take up to Tminute to apply.
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Shield Stratus uploads traffic metadata approximately every 15 minutes.

High Availability

7. Can Shield Stratus be deployed in High Availability mode in Azure?

Yes, multiple Shield Stratus can be associated with a Gateway Load Balancerbackend pool,
effectively supporting parallel processing of network flows. However, they will show up as
separate devices in Command Hub that must be managed manually. Adding a new instance to the
pool does not automatically inherit existing settings or permits.

Logging

8. Does Shield Stratus support Azure Monitor Logs?

Currently Shield Stratus currently does not support Azure MonitorLogs.
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Troubleshooting

1. When deploying the ARM template, | receive an error that securityProfile.encryptionAtHost is
not enabled.

For some Azure accounts, disk encryptionis not enabled by default. This can be enabled using the
following PowerShell script:

az feature register --namespace Microsoft.Compute --name EncryptionAtHost
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Data Collection Policy

In general, Shield decodes and records machine-to-machine network flow metadata used to make
security decisions about observed traffic endpoints. In general, it does notlook at the inner payload of
the connections, except forrelevant protocols like DNS that contain attributes related to flows. No
traffic decryptionis performed.

The following types of data are captured on the Shield Stratus VM:

Shield Stratus records network flow metadata, including source and destination IP addresses,
MAC addresses, ports, byte counts and timestamps of Layer 1-4 network flow headers.

Shield Stratus decodes DNS requests and responses containing IP to hostname resolutions and
selectively modifies the responses for the purpose of filtering.

Shield Stratusrecords log files related to the appliance’s health (such as uptime information,
packet counts, memory and CPU information, crash dumps)

Intrusion Command Hub logs user activity on the dashboard which may include username and
local IP address (such as logins, administrative changes, permits)

Intrusion uses the datato (A) provide customer-accessible dashboards and control to report and
manage fleets of their devices, (B) incorporate such Customer Shield Data into Intrusion’s proprietary
database, (C) to modify, expand, and to improve the performance of the Shield Service.
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